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MopARoK XpaHEeHUA U UCNOJNIb30BaHUA NEepPCOHanNbHbIX AAaHHbIX KOMnaHuen Johnson
Controls

1. Hawe ctpemneHune K 3alimnTe NepcoHanbHbIX AaHHbIX

Johnson Controls 3a60oTuTCcs 0 KOH(OMAEHUMANbHOCTM BalMX MEPCOHarbHbIX AaHHbLIX U
CTpeMuTCs 3awuTnutb WX C cobniogeHnem OelcTBYHOLEro 3akoHogaTenbcTBa O
nepcoHanbHbIX AAaHHbIX U MPUHLMNOB YECTHOro UCNONb30BaHWS AaHHbIX. OgHa UX KIHYeBbIX
ueHHocTten komnanum Johnson Controls — «[Jo6pocoBecTHOCTbL Npexae Bcero». Mbl Bceraa
noctynaem [Jo6pOCOBECTHO, TO €CTb, Mbl MPOEKTUPYEM CBOK MNPOAYKUUIO C y4eTOM
NPUHUUNOB 3TUKW, @ He TONbKO 3aKkoHodaTemnbHbIX TpeboBaHwun. B komnaHum Johnson
Controls genctsyeT cTporas «[mobanbHas nporpaMmma 3aLlmThl NepCOHANbHbIX AHHbIX», a
Takke nyywas B cBoeM poge «PamoyHas nporpamma 3awuTbl NEPCOHANbHbIX AaHHbLIX» U
«Obsi3aTenbHble KOpNopaTMBHbIE MpaBuia» — OHU Npu3BaHbl 0becnevnTb HeOHXOANMYHO
3aWNTy AaHHbIX U NIMYHOW MHGOPMauuM No Bcemy mupy. MmobanbHbIM OTAENOM 3aluTbl
nepcoHanbHbIX AaHHbIX Johnson Controls pykosogut Chief Privacy Officer (ctapuui
OTBETCTBEHHbIN 3a 3aWMTy MepCcoHamnbHbIX [AaHHbIX), Tawkke AaHHbIMKW BOMNpPOCaMU
3aHmMmaeTcs Global Privacy Counsel (rno6anbHbii OPUCKOHCYIbT NO 3alunTe NepcoHarnbHbIX
AaHHbIX), Global Privacy Professionals (rmobanbHble cneuvanucTbl Mo 3awute
nepcoHanbHbIX AaHHbIX), Global Privacy Champions (rmobanbHble KypaTopbl MO 3awuTe
nepcoHanbHbIX AaHHbIX), aHanUTUKM KU BCMOMoraTenbHbl nepcoHarn. lNMporpamma 3awmThbl
nepcoHanbHbIX gaHHbIX Johnson Controls paspabotaHa ¢ y4eTOM cambIX CTPOrMX MUPOBLIX
3aKOHOB MO OXpaHe KOHUAEHUNANBHOCTM U NEPCOHArbHbIX AAHHbIX.

CtpemneHne obecneunTb 3awimTy Bawen MHOPMaLUN — BaXKHOE YCrOBME BCEX HaLUMX
pabounx onepauni. [na Toro, 4To6bl Mbl MOTIM NOCTABNATb NPOAYKLUMIO U YCITYTN, HAM HY>XHO
cobupaTtb nepcoHarnbHble JaHHbIE pasnnYHbIMK cnocobamm B Xxofe CBOen 0ObIYHOM 4ENOBOW
pesatenbHocTn. B HacTosawem pokymeHTe «[lopsgok XpaHeHWss U MCNOMb30BaHUSA
NepcoHanbHbIX OAHHbIX» OMMWCAHO, Kak Mbl 3alluliaeM Bally JIMYHYH WMHOPMaUMIo, Kak
ocyuiecTBnsieM cbop, ucnosnb3oBaHne n 0OMeH 3TMMU CBEAEHUSIMMN.

3a pononHuTenbHoW uMHGopMaumen (Bkw4vass WHGopmauuio 006  UCnonb3oBaHUK
nepcoHanbHbIX JaHHbIX MO onpeAeneHHon NpoayKumm) obpaltantech B Haw LieHTp 3awwmThbl
NnepCcoHanbHbIX AaHHbIX, F4e MOXHO NoapobHee y3HaTb O Hallen KOHUEeNuMuM U onbiTe B
AaHHOM  cdepe, a Takke  [OOMNOMHUTENbHBLIX  MOME3HbIX  pecypcax  3awuThbl
KOHbMAEHUMANBHOCTM.

2. K10 oTBeTCcTBEHEH 32 06pabOoTKY BaLUMX NEepPCcoHalbHbIX AaHHbIX?

HaHHbin «[Topagok XpaHeHUs U UCNONb30BaHUA NepCOoHanbHbIX AaHHbIX» OEACTBYEeT B
cny4vasx, korga Johnson Controls ocyuwectBnsaer 06paboTKy nMYHOW MHGOPMauun B
KayecTBe «ornepatopa NepcoHarnbHbIX AaHHbIX». QTO Cryvaun, KOraa Mbl peLlaeM, C Kakown
uenbto (T.e., 3a4eM) obpabaTtbiBaTb NepCoHasnbHbIE AaHHbIE.

Hactoawmin [OKyMeHT He pacnpocTpaHseTcss Ha crydau, korga Mbl obpabaTtbiBaem
nepcoHanbHble [aHHble B KayecTBe «0OpaboTyMka AaHHbIX», TO €CTb, MO MOPYYEHUIo
knneHta. Korga Johnson Controls BbicTynaet o6paboTymMkom AaHHbIX, Mbl obpabaTbiBaem
nepcoHanbHble AaHHble B COOTBETCTBUM ¢ JononHeHnem kK AokymeHTy Johnson Controls 06
00paboTke gaHHbIX (ECNM MHOE MUCbMEHHO HEe COrfacoBaHO C KITMEHTOM), U Mbl HE HECEM
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OTBETCTBEHHOCTUN 3a nMpaBuiia 3allUnTbl I/IHCbOpMaU,I/II/I HallnX KIMMEeHTOB, KOTOpble MOryT
oTnn4aTbCA OT npaBui, N3NOXXEHHbIX B HAaCcTodlem «I'Iopﬂ,u,Ke XpaHeHnAa N UCnosib3oBaHNA
nepcoHasrbHbIX OaHHbIX». B atux cnyydyaax 3a gononHutTenbHbiIMM CBEOEHUAMU O TOM, Kak
6yﬂ,yT MCcnonb3oBaTbCA BallU JiM4HbIE OaHHble, HY>KHO 06pau_|,aTbc;| HarpAMyr K KInneHTy.

O6paTtute BHMMaHue, 4YTO Mbl ABASIEMCS MEXOyHapOOHOW opraHusaumen ¢ oducamym B
pasHbIX CcTpaHax No BceMy MUpY. Ons Toro, 4Tobbl ONpenenuTb, kakoe UMEHHO NpeanpusaTve
Johnson Controls sBnsieTcss OTBETCTBEHHbIM 3a 00pabOTKy BalUMX MNEPCOHArbHbIX AaHHbIX,
obpaljantecb Kk CBOEMY KOHTakTHOMY nuuy nogpasgeneHusi Johnson Controls, ¢ KoTopbiM Bbl
pabotaete, NMMOO MpPOCMOTPUTE MEepedYeHb Hawux UInanoB Ha BHELIHEM Beb-canTe KOMMaHuu
Johnson Controls (Www.johnsoncontrols.com), unu CBSXXUTECb C HaMu crnocodamu,
npeaycMoTpeHHbIMU B pasaene «CBsi3b C HAMUY.

3. Yro Takoe «nepcoHanbHble AAaHHbIE» U KakMe BUObl AaHHbIX Mbl cobupaem?

«MNepcoHarnbHble faHHbIE» — 3TO MNOOblE CBEAEHUS, C MOMOLLbIO KOTOPbIX MOXHO NPSIMO U
KOCBEHHO OMpeAenuTb Bally JIMYHOCTb. OTO MOXeT ObiTb, Hanpumep, Bawe UMmsA, agpec,
HoMep TenegoHa, MHaHcoBas MHpopMaLNa U CBeAeHNA O TPYO0YCTPONCTBE.

Mbl cobupaem crieqyroLume BUAbI NEePCOHaNbHbIX AaHHbIX:

KoHTakTHble AaHHble OTO nepcoHarsnbHble JaHHbIE, C MOMOLLbIO
KOTOPbIX Mbl MOXXEM CBSA3bIBATbCS C BAMMU.
Hanpumep, Bawe nvs, agpec, Nno4ToBbIn
WHOEeKC, HoMep TernedoHa, aapec
SNEKTPOHHOWM MOYThI, UMSA NoNb3oBaTeNs n
cBefeHusa 06 y4yeTHbIX 3anucsax B
coumanbHbIX CETSX.

NHdopmauusa o6 onepaumsx OTO nepcoHarsnbHble JaHHbIE, C MOMOLLbIO
KOTOPbIX Mbl MOXEM BECTU AEeNOBYIO
OeATenbHOCTb C BaMu UNW NPeaoCcTaBnaTb
BaM cBou ycnyru. Hanpumep, Bawm
MOKYMKKW, 3anpockl, MHopMauums ob
YYETHOW 3anucum KNueHTa, nHpopmaumsi o
AO0roBope v 3akasax, AaHHble AN
AOCTaBKW, AaHHbIE A5 BbICTaBNEeHUs
cyeTa, AaHHble KpeaMTHbIX KapT u
(PUHAHCOBbIE CBEAEHMS, AaHHbIE AN1A
HanoroobnoXeHUs, UCTOPMSA NEPENUCKUN K
ornepauumn.

NHdopmaumnsa 06 OTHOLWEHUAX OTO nepcoHanbHble AaHHbIE, C MOMOLLbIO
KOTOPbIX Mbl MOXXEM a4anTupoBaTb CBOU
yCcnyru nog Bawm Hyxapl, 4Tobbl Bbl
nony4anu nepcoHann3vpoBaHHoe
obcnyxuBaHve. Hanpumep, Kakyto
NPOAYKUMIO 1 YCNyrn Bbl NpeanoyntaeTte,
KakoW A3blK Bbl NpeanovnTaeTe,
reorpadmyeckoe MecTononoXeHue,
NPeAnOYTEHNSA C TOYKN 3PEHUS peKIiamMbl U

MapKeTuHra.
NHdopmauus no 6esonacHocTv 1 OTO NepcoHanbHble OaHHbIE, C MOMOLLbIO
cobnogeHno HopM 1 TpeboBaHun KOTOPbIX Mbl MOXXEM MOBbILATb
(komnnaeHcy) 6e30nacHOCTb M HAAEXHOCTb

obcnyxuneaHusi. Hanpumep, npoeepka
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KpeauTocrnocobHOCTH, NPOBEPKa NMNYHOCTH,
npoBepka buorpaduu, 3anucu
BUOEOHabnoaeHnsa n GnomeTpruyecknx

XapaKTepuUcTUK.
WpeHtudukatopbl ¥ uHpopmauma o | Hawa  npogykums  moxeT  cobupartb
npoayKumnm WHpopMaumMio O cucteme U CcobbITUSX,
CBA3aHHYI0 C HACTpoKKaMn, KOHUrypaumen
" PYHKLMOHUPOBAHUEM. Hanpumep,

AaHHble, nocTynawwme OoT [aTyYNKOB U
obopynoBaHus, CBEAEHUs O MOMELLEHUSIX,
3HepronoTpebneHun, cbosax, cobbITusIX,
OKpy>KaloLLen cpege n apyrme BHYTPEHHue
WNWU  BHEWHWE  [JaHHble, a  Takke
MHpOpMaLMIO O NONb30BaHMK NPOAYKUMEN
N CBSI3aHHbIE C HEW NEPCOHarbHble AaHHbIE.
B HekoTopbIx crny4asix, B 3aBUCMMOCTM OT
NPOAYKUMK, 3Ta MHPOPMALIMS MOXKET Takke
BKItOYaTh B ceb5 curHanbl, NnocTynatowue ¢
BUOEO- N ayaMOyCTPONCTB.

Mbl  Takke MoOXem cobupaTtb Takue
cBefeHus, Kak Baw IP-agpec yepes dannbl
KyKM unm apyrumn NoAo6HbLIMK
TEXHOMNOTUAMN.

Kakue cneumnanbHble KaTeropmm AaHHbIX Mbl cobnpaem?

CneuuanbHble KaTeropum [aHHbIX — OTO BaluM MNepcoHanbHble [AaHHble 6Gornee
KOH(pMAOEeHUNanbHOro XxapakTepa, ANs KOTOPbIX B 3aKOHOAATENbCTBE O MepCcoHarbHbIX
[AaHHbIX YacTo npedycmaTpuBaeTcs AOMOMHWUTENbHaA 3awmTta. JTO MOXeT ObiTb
MHOpMaUMsA, packpbiBalollas Balle pacoBoe UMM 3THUYECKOE MNPOUCXOXAEHue,
NoNUTUYECKNe B3rMsAObl, PENUIMO3HbIE UNN Unocodckne yoexaeHusl, reHeTU4eckne Unm
OuomMeTpuyeckMe [nOaHHble, OaHHble, KacawllMecss Ballero 300pOBbs MIN  CeKkcyarbHOM
opveHTaLuN.

Johnson Controls moxeT cobupaTth crnegytowme Buabl cneumanbHbiX KAaTeropun gaHHbIX:

BrvomeTpuyeckme aaHHble B HeKkoTopbIX HaLWX N3aenmax
ncnonb3ytTcs BuomeTpuyeckme
TEXHOMOormun, HarnpuMmep, TEXHONOrns
pacno3HasaHusa nuua unn otTneyvaTkos
nanbues AN HageneHnsa npoayKumm
onpegeneHHbiMy dyHKUMsSMU. B cBa3n ¢
3TUM, Mbl MOXEM cobupaTb onpeaeneHHyo
BruomeTpuyeckyo MHOpMaLUs, Takyto Kak
doTorpacuun nvua nnn JaHHble
pacno3HaBaHusa nuua, oTnevaTkoB nanbLeB
NN pagyxHon obonoYku rrnasa.

Mbl 006MpaeM 3TN cneunaribHble Kateropmn aHHbIX C Ballero corracud, eciim 3to Tpe6yeTC;|
No 3aKOHYy, a TaKkkKe npuHnMMaem Mmepbl Ana 3anTbl U orpaHN4YeHnAa MCnofb30BaHUA UX TOJTbKO
TEMU UENAMU, OAITA KOTOPbIX OHU ObInn npenocTasBli€Hbl.
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4. [Ona kakux Lenen Mbl UCNoNb3yeM 3T NepCcoHanbHble AaHHbIE?

Mbl cobupaem 1 obpabaTtbiBaeM BalluM MepCcoHanbHble AaHHble (BKIOYasd crneuunarnbHble
KaTeropum gaHHbIX B FOPUANYECKN LONYCTUMbIX CIlyyYasx) OIS HUXKE NepeynCrieHHbIX Lenen.
Ecnn Tpebyetca 3akoHogaTenbCTBOM, Mbl CHayana 3anpawvBaemM y Bac corfacve Ha
ncnonb3oBaHme N 06paboTKy BalLMX NEPCOHANbHbIX AaHHbIX ANSA cneaylowmx Lenen. B nHbix
cnyyasix Halum OeNCTBUS paspeLleHbl Ha OPYrMx NpaBoOBbIX OCHOBAHUSX (BKMO4Yasi, MOMUMO
NnpoYero, UCMNOMHEHMEe HaMW [OroBOpa, HaluM 3aKOHHble [erioBble MHTEepechbl WU WHble
NnpaBoOBLIE OCHOBAHWS, ENCTBYIOLLME B OTHOLIEHNN OonpedeneHHoro sunga oopadoTku).

MpenocTtaeneHne Bam NPOAYKLUN UK
ycnyr, UCMOMHEHNE HalUnX AOrOBOPHbIX
06a3aTenbCTB, perynupoBaHne
B3aMMOOTHOLLEHNIN C BaMU

Ham moryT noTpeboBatbcst Bawwm
nepcoHanbHble AaHHble ANs
npegocTaBneHns BaM NPOAYKLUN U yCrnyr
NN TEXHUYECKOW NoAdEPXKU (Hanpumep,
AN ynpasreHus Ballen y4eTHOM 3anunchkio,
yrnpaBneHns c4eTaMm Ha onnary, okasaHus
NMoMOLLW Cy>XO0M NOAAEP KN,
yBEAOMIIEHMI O NPOAYKLMN UMK
©es3onacHocTun, a Takke ans
NpeaocTaBneHnsa Apyrov NnoMoLLu, Kotopasi
MOXeT noTpeboBaTbCs B CBA3M C HALLEW
npogyKumnen unun ycnyramm).

Apantauus Hawmx ycnyr nof sailuu
npennoyTeHunsa

Mbl MOXEM NCMOJ1Ib30BaTb BaLln
nepcoHalribHble OaHHble and
npenocrtaBieHnA Bam

NepcoHan“3MpoBaHHOIO o6cnyxmBaHus
U KOHTEHTA, NpeoCTaBNeHNs PEKMaMHbIX
obbaABnNEeHUN, KoTopble MOryT ObiTb Bam
ocobeHHO WHTEPECHDI, nnm Ans
WHOPMMpPOBaHNSE Bac O cheumanbHbIX
NpeasioXeHMsX 1 NPOMO-aKLMSAX.

YnydyuleHme Hallen npoaykuum n ycnyr

Ham MoxeT noHagobuTbcsa yny4dwartb v
paspabatbiBaTb CBO npoaykuuto. Horaa
Yy Hac MOXeT BO3HUKaTb HEOOXOAMMOCTb B
06paboTke BawWmMX NepcoHanbHbIX AaHHbIX
Ana peanusaumm MHHOBaLWUn n
TEeCTMpPOBaHMA NPOAYKUMM, aHanuaa,
nccrnegoBaHNs U paclUMPEHNs pbiHKa.

ObecneyeHne besonacHOCTU U
HaOEeXHOCTM yCnyr n NpoAayKunm

Ham moxeT noHagobutbca obpaboTka
BaLLMX NEPCOHarbHbIX OaHHbIX ANS
obecneyeHuns n nogaepxaHus
Oe3onacHOCTU HaLMX BeD-canToB, CEeTEN,
CUCTEM N OOBEKTOB, BKIKOYast 3aLUTy OT
MOLLEHHNYECTBA U 3NTIOHAMEPEHHbIX Yrpo3
©e3onacHocTW.

®duHaHcoBbIV aHann3

Ham moxeT noHagobutbcsa obpabaTbiBaTh
BaLly (pMHaHCOBYIO UHCDOPMALMIO C LEerbio
NnpoBepKu 6e30nacHOCTH, HanNpuvep,
aHanmsa Ha nNpeameT OTMbIBaHWNA OEHer,
BKJTHOMEHUS B CAHKLMOHHbIE CMUCKN U
apyrvne nogobHble CINCKN.

BbinonHeHne Hawux OenoBbIX
obs3aTenbLcTB

Ham moxeT noHagobutbcsa obpabaTbiBaTh
BalUWN NepcoHarnbHble AaHHble, YTOOb! Mbl
MO BECTU 3aKasbl, 06pabaTkiBaTb
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nnaTexu, perynmpoBaTtb UCMOSNTHEHWE
A0roBopoB, Ans (OUHAHCOBOro yNpaBfeHus,
a TaKkKe aAMWHUCTPATMBHOIO YNpaBneHns
ycnyramu 1 Be6-cantom.

YnpaBneHue Hallen Lenoykom NocTaBok n | [ins Toro 4Tobbl NpegocTaBnaTb BaM CBOKO
KOMMEpPYECKOW CETbIO NPOAYKLUMIO U YCIYrh, HAM MOXeT
notpeboBaTbca 06paboTka BaLLNX
NnepCcoHarnbHbIX AAaHHbBIX B CBA3M C
Nnonb30BaHWEM HaLlen CeTbio AeNO0BbIX
NapTHEPOB U TPETbUX CTOPOH.

KopnopaTtuBHasa gedaTenbHOCTb, BKIOYas Ham moxeT noHagobutbca obGpabatbiBaTb
CIMUSIHUSA, NOTTNOLLEHNS N COBMECTHbIE BalLM MEepCOHanbHble OaHHble B CBA3W C
npeanpuaTus. onpeneneHHomn KopnopaTuBHOM

[eATenbHOCTbIo, Hanpumep, Koraa

onpeaeneHHoe nuuo npuobpeTaeT BeCb
WKW YacTb KanuTana unm akTMBOB KOMMNaHUK
Johnson Controls, nnbo ee xo3AMCTBEHHOWN
OEeATeNbHOCTN B Cry4ae NpoaaXu, CIINAHUS,
NUKBMAALUKUK, pocrycka v np.

[ns cobniogeHnst Hawunx nNpaBoBbIX Ham moxeT noHagobutbcsa obpabaTbiBaTh
obsa3aTenbCTB BaLLUW NepcoHarbHble AaHHble ANns Lenen B
COOTBETCTBMM C TPebOoBaHNAMMU
JENCTBYIOLLIErO 3aKOHOAATENbCTBA.

5. Mpoaykumsa Johnson Controls, npegocrtaBngemas Hallen opraHmsaumen

Mbl npegocTaBnseM MHOIro NPOLYKUMA 1 YCNyr opraHM3aumsm n npegnpuatmsam. Ecnu sawwa
opraHusaums nNpegocTtaBnseT BaM AOCTYN K Kakon-nvbo Halwen npoaykumm unm ycryram,
Balle Nofb3oBaHWE 3TOW MpodyKuMen unu ycnyramu bygeT perynmpoBaTbCsA YCOBUAMU U
nonuTukammn Bawlen opraHmsaunn. Mel 6ygem obpabaTbiBaTb Ballm NepcoHarnbHble AaHHbIE
B CBSA3WN C AaHHOW NpoayKunen unm ycnyramm B COOTBETCTBMU C JOrOBOPOM, 3aKITHOYEHHbIM
mexay Johnson Controls v Bawen opraHusaumen. Ecnv y Bac BO3HMKHYT Kakue-rmbo
BOMPOCblI OTHOCUTENbHO 06pPaboTKM HamMu BalKMX MEPCOHanbHbIX OaHHbIX B CBSA3N C
NpoayKUMen nnm ycriyramu, npegoctaBnseMbiMy Ballen opraHmsanmm, obpalantech B CBOK
opraHusauuio 3a OGonee nogpoGHbIMM cBedeHusMU. Bbl Takke MoxeTe o00paTuTbes
Hanpsamyto B Johnson Controls ¢ nioGbiMyM Bompocamu MO HalMM AEfOoBbIM Onepauusim,
CBsI3aHHbIM C Ballen opraHusaumen. [etanu cm. B pasgene CBA3b C HaMM Ha HaweMm Beb-
canTe.

6. VHdopmaumsa no KOHKPETHbIM NPOoaYKTaM

Johnson Controls npegnaraet cBouM KnNneHTam psag NpoAayKumm [BKOYasa Halw acCoOpTUMEHT
npoaykumm OpenBlue, Hanpumep, cucTemMy ynpasneHus npeanpuatuem Enterprise Manager,
peweHne Active Responder m Companion]. JononHUTENbHYIO WMHGOpMaUMIO O 3alimTte
OaHHbIX NO OnpedesieHHON NPOoAYyKUMM CM. B Hawwux Jlnctax no 3awuTe nepcoHarbHbIX
AaHHBIX ONS NpPoayKuun. OTW OOKYMEHTbl cogepKaT AOMOMHUTENbHYK WHOpMaLMIo O
NOTOKax AaHHbIX, KaTeropusax obpabaTbiBaeMbIX NEPCOHarnbHbIX aHHbIX, CyOnogpsiavmkax no
00paboTke gaHHbIX, CpOKax XpaHeHUs 1 nepegade gaHHbIX.
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7. TNonyyaTtenun nepcoHasnbHbIX AaHHbIX

TpeTby CTOPOHBI

Mbl MOXXeM nopyyatb TPETbUM CTOPOHAM
NPeaoCTaBnATb YCNYrn U BbINOMHATb
onpegerneHHble 3a4a4M OT HaLIEro UMEHN.
Mbl MOXXeM NpefoCcTaBUTb 3TUM TPETbUM
CTOpPOHaM NepCcoHarnbHble AaHHbIE C Lenblo
BbIMNOMHEHMS AaHHbIX YCNYr 1 3agay. OTu
nepcoHarnbHble AaHHble obpabaTbiBaloTCA
MOMHOCTBLIO MO HALUMM UHCTPYKUMAM
COrnacHoO M3HavanbHbIM Liensam.

B cooTBeTcTBMM C TpeboBaHUAMM
3aKoHogaTenscTBa

Mbl MOXeM npefocTaBNATb NEPCOHarnbHbIe
AaHHble 0 Nuuax opraHam
rocygapcTBeHHON unu cygedHom BnacTy,
NpaBoOOXPaHUTENbHBIM OpraHam u nux
COTpYyAHVKaM B YCTAHOBMEHHOM 3aKOHOM
nopsigke, B TOM Yncne u Ans BbiNOMHEHWSA
TpeboBaHMI HauMoHanbHOW 6e30MacHOCTH
U NPaBOOXPaHUTENbHbBIX OPraHoB.,
BKIIKOMasi opraHbl U Cyabl B CTpaHax, B
KOTOPbIX XpaHUTCA Bawa MHdopmaums, Tak
Kak 9TO MOXEeT NponcxoaunTb 3a npegenamu
Ballen poaHOW cTpaHbl. B paspelueHHbIx
3aKOHOM Cny4yasix Mbl MOXXeM coobLuaTtb
AaHHY MHOPMaLUNIO TPETBUM CTOPOHaM
(BKMOYasA OPUCTOB), €CrM 3TO HEOBXOANMO
ans 060CHOBaHUA 1Ny nogadn ucka, nmbo
BO3paXKeHUs Mo UCKY, a Takke Ans
OCYLLIECTBIIEHUS HaWnx npas Apyrumu
cnocobamun, Ang 3aWnTbl HaLemn
COBCTBEHHOCTU MW HAWNX NPaB, 3aLnThbI
cobCcTBEHHOCTM MM 6e3o0MacHOCTM ApYrnx
nuu, a Takke No Mepe Heob6xoaUMOCTM ANS
oKasaHus NOMOLLM B NPOBEAEHNM
ayaAnTOPCKUX NPOBEPOK CTOPOHHUMMU
opraHMsauusmMu, B Liensx KoprnopaTtuBHOro
ynpaBneHus, cobntogeHms Hopm u
TpeboBaHuiA.

KoprnopatuBHasi [OesiTenbHOCTb, BKNoYas
CINUSAHUA, MOrMNOWEHNs U  COBMECTHbIE
npeanpuaTus.

MepcoHanbHble  AaHHble  MoryT  ObiTb
nepegaHsbl CTOpOHE (n ee
npodgeccrnoHarnbHbIM KOHCyNnbTaHTam),

nprnobpeTaloLLen BECb UK YacTb KanuTana
mnn aktueoB komMmnaHum Johnson Controls
nubo ee XO03ANCTBEHHOW AeATenbHOCTU B
cnyvyae npogaxmu, CrvsaHud, nukenaauum,
pocnycka u np.

AddpurnmnpoBaHHbIe KOMMAHUK

Mbl Takke MOXeM nepefgasaTb M coobLlaTb
3Ty  WH(opmauumio  adppunupoBaHHbIM
KOMMaHWAM Johnson Controls B
COOTBETCTBMM C 3aKOHOM.
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8. MexayHapogHas nepegada

Mbl aBnsiemca MexxayHapOAHOW opraHusaumer ¢ oncamm B pa3HblX CTpaHax no Bcemy Mupy.
OTO 03HavaeT, YTO Mbl MOXXEM NepeaaBaTth Balluy NEPCOHAsNbHbIE AaHHbIE NoApa3aeneHnsam
komnaHun Johnson Controls B CLUA, nio6omy npeanpustuio Johnson Controls B ntobon
CTpaHe Mupa WUnuM TPeTbMM CTOPOHaM W LEenoBbIM NapTHEpPaM, PacrnofIOKEHHbIM B pPa3HbIX
CTpaHax no BceMy Mupy. B cBsi3n ¢ 06LEMMPOBBLIM XapakTePOM Hallen opraHm3auumn BaLuu
nepcoHarnbHble AaHHbIE MOTYT ObiTb OTMPAaBMEHbl B CTPaHbI, B KOTOPbIX AENACTBYIOT HE Takne
CTaHAapTbl 3aWMTbl NEPCOHANbHbBIX AAaHHbIX, KaK B Ballew cTpaHe NpoxunsaHns. Mbl npuHanu
Mepbl MO 3aliMTe BalUMX NEePCOHarnbHbIX OAHHbLIX B Criyvyae ux nepegayun B Apyryto CTpaHy,
BKIIOYAA crieaytoLee:

e CraHpapTHble OOroBOPHbIE MOJIOXEHUA: Mbl UCMONb3yeM [OroBOpPbl, TakMe Kak
«CtaHgapTHble 4OroBOpHbIE MOSIOXKEHUEY, NPUHATLIE EBponerickon kommccuen, ons
3alWnThbl BalnX NepcoHanbHbIX aHHbIX B Cryvae nepegayu 3a npegens EBponsbl.

e OO6sas3aTtenbHble KOpnopaTUBHbIe MpaBuna: B 3HaK Hawero CTpemreHus
obecneuntb  KOH(UMOEHUMANBbHOCTL  JIMMHOWM  WHOpMaLMM Mbl  BBENW  psig
«ObGs3atenbHbIX  KoprnopatuBHbiX npasuiy («OKM»). OHuM cogepxaT Hawm
obwemupoBble TpebGoBaHMA MO 3alMTe MNepCOoHarnbHbIX AaHHbIX, BKMOYas Hally
NoNUTUKY nepegavym NMYHOW MHGOPMAaUUK U COOTBETCTBYHOLIME MpaBa CyObekTa
nepcoHanbHbIX AaHHbIX, U NpegHasHayeHbl Ang Toro, 4Ytobbl obecneunTb 3awmnTy
BalLMX CBeA4EeHUN B npouecce 06paboTkm Hawmmmn adpmnmpoBaHHbIMU KOMNAHUSIMU
no scemy mupy. daHHble OKIT nonyuynnu opobpeHne opraHoB No 3awmuTe AaHHbIX
EBponenickoro Cotoza. C Hawumm OKIT MOXHO O3HakoMuUTbCs B Hawem LleHTpe
3aLWnTbl NePCOHaNbHbIX AHHbIX.

o CornaweHune o npaBunax oomMeHa KoHdmaeHUManbHOM NHopmaumnen mMexay
EC v CLWWA: Johnson Controls 6bina 1 octaeTtca cepTuuLmnMpoBaHHON B COOTBETCTBUM
¢ CornawweHnem o npasunax obmeHa koHpugeHumansHon nidopmaunen mexgy EC
n CWA n CornaweHnem o npasunax obmeHa KoHdMAeHUnanbHOM MHgopmaumen
mexay Leenuapnennr u CLIA. Xota Cyn Esponenickoro Cotoza 00bsABUIN
HegencTBuTenbHbIM  CornaweHne o npasunax obmeHa KoHuOeHUManbHON
nHdopmaumen, komnaHmss Johnson Controls 6yger noggepxmeBaTb  CBOMO
cepTudumkaumio B 0603pumom byayuiem, noka He BygeT co3gaHo HOBOE cornalleHne
BMECTO HeAEeNCTBUTENBHOIO.

e Cucrtema npaBun TpaHcrpaHuyHon koHdpwmaeHumanbHoctu («CMNTK») ATIC:
npasuna u npoueaypbl komnaHun Johnson Controls B OTHOWEHUM NEepPCOHanbHbIX
OaHHbIX, OMUCaHHble B HacToAweM «[lopsake XpaHeHUs W UCMNONb30BaHMSA
nepcoHanbHbIX gaHHbIX», cooTBeTCcTBYOT cucteme CIITK ATOC. Cuctema CIITK
ATOC npegcraBnsiet cobon Habop npuMHUMMOB Ansa obecnedeHns opraHmM3aumsiMmm
3aLWNTbl NepPCoHanbHbIX AaHHbIX NPU Nepegaye Mexay rocygapcTBammu-yvacTHUKaMm
ATOC. TllogpobHee o npuHumnax ATIC cm. 3gecb. Haxmute 3gecb, 4TOObLI
NPOCMOTPETL COCTOSAHNE Hawlen cepTudmkaumm CMNTK AT3C.

Ecnn Bbl HaxoguTecb B AnoHMM, obpaTuTe BHUMaHME, 4YTO Mbl MOXEM COBMECTHO
ncrnonb3oBaTb U AeNUTbCHA BalUMMU MEPCOHanbHbIMU AaHHLIMU MO BCEW rpynne KoMnaHum
Johnson Controls B Tom 06bemMe, KOTOpbI HEOOX0AMM ANs Lernen, U3noXeHHbIx B «[lopsake
XPaHEeHNs 1 UCMonb30BaHUSA MepcoHarnbHbIX gaHHbIX». Johnson Controls K.K. 1 Hitachi-
Johnson Controls Air Conditioning, Inc. sBnsOTCA OTBETCTBEHHLIMM 3a YMpaBfeHue
nepcoHanbHbIMW AaHHbIMU, KOTOPblIE COBMECTHO UCMOSTb3YHOTCS.
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https://www.apec.org/groups/committee-on-trade-and-investment
https://privacy.truste.com/privacy-seal/validation?rid=6a18ef57-d02c-4f82-bb70-c74a367eeb80

9. Kak Mbl 3alimLLIaeM BalLM NEPCOHANbHbLIE AaHHbLIE?

Mbl nNpeanpuHMMaeM COOTBETCTBYHOLUME TexHUYeckue, usnmdeckne n opraHmsaunoHHbIe
Mepbl, 0OBEKTUBHO NpeaHa3HavYeHHble AN 3aWnTbl NepPCOHanbHbIX AaHHbLIX OT Cry4aniHoro
NN HE3aKOHHOrO YHUYTOXEHWs!, NOTEpU, M3MEHEHUS, HECAHKLMOHNUPOBAHHOIO PacKpbITUS
unu gocTtyna u Bcex Apyrux ¢opm npoTtmBonpasHon obpaboTku. NogpobHee o npasunax
©e3onacHocTn Johnson Controls cm. 3gech.

10. [NopsooK U CPOKU XpaHEHUS

Mbl Oyaem XpaHuTb BaliM MepcoHamnbHble [AaHHble CTOMbKO, CKOMBbKO HYXXHO Ans
NpeaoCTaBneHns 3anpalmBaemMon BaMu NpOaYyKUUKU, UNu OANa OOCTWKEHUA OPpYrux uenen,
OnNs KOTopbIX npousBogusnca cbop M obpaboTka nepcoHanbHbIX AaHHbIX. Kak npaeuno,
AaHHbIE XPaHATCS, NOKa AENCTBYIOT JOrOBOPHbIE OTHOLLEHUS UK MoKa OHW TpebytoTes ans
APYrMX 3aKOHHbIX AENOoBbIX LEenen, Hanpuvep, Ons peleHns CnopoB, UCMOMTHEHUA HaMK
CBOWX NpaBOBbIX 0683aTeNbCTB U ANs o6ecnevyeHnsa UCNONTHEHNST HaLWMX cornawleHui, nmbo
Ha NPOTSXKEHMUN CPOKA, Pa3peLLEHHOro AENCTBYOLMM 3aKOHOA4ATENbCTBOM. [10CKONbKY Lenn
06paboTkM nepcoHanbHbIX AaHHbIX MOryT OblTb pasHbIMKW, CPOK XPaHEHUS PasnU4YHbIX
KaTeropun nepcoHanbHbIX AaHHbIX TOXE MOXeT BapbMpoBaTbCcs. Mbl yCTaHaBnMBaem CpoKu
XpaHeHMs B COOTBETCTBUM C 3aKoHOAATENbHbIMU 1 pabounmmn TpeboBaHnaMU.

Mbl MOXeM XpaHUTb NepcoHarnbHble AaHHble Ha TeppuTopun CLUA 1 B apyrux ctpaHax, rae
BeAyT [OeATenbHOCTb MOCTaBLUMKM Ycnyr, addunmpoBaHHble WNN OOYEPHUE KOMMaHUK
Johnson Controls. Y Hac ecTb LeHTpbl 06paboTkn AaHHbIX B CrieayoLwmx MecTax:

MDC

JCI HQ Glendale

5757 N Green Bay Ave

POB 591

53209

Milwaukee, WI

United States of America
(Munyoku, wraT BuckoHeuH, CLUA)

PDC1

HP Suwanee Hosting Center

120 Satellite Boulevard NW
Suwanee, GA

30024

United States of America
(CyBonu, wtat hxopaxus, CLUA)

PDC2

HP Alpharetta Hosting Center

2525 Westside Parkway

Alpharetta, GA

30040

United States of America
(AnbpapetTa, wtaT Dxopaxusa, CLUA)
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https://www.johnsoncontrols.com/-/media/jci/cyber-solutions/johnson-controls-security-practices-rev-c.pdf?la=en&hash=0235FFAFC7168445524970768FDFD05F100DC8CC

LD7

Equinix LD7

1 Banbury Avenue
Slough

SL14KG

United Kingdom

(Cnay, BennkobputaHus)

LD9

Equinix LD9

Unit 2 Powergate Site

Park Volt Avenue

London

NW10 6PW

United Kingdom

(JlongoH, BenukobputaHus)

CuHranyp

SGP Singapore International

31 International Business Park #03-02
Singapore, 609921

Singapore

(Cunranyp)

LWanxan

JCI HQ Shanghai

North FuQuan Road No 518 Building 11
Shanghai, 200335

China

(lWaHxan, Kutai)

11. KYKM 1 TEXHOJOMMN OTCNEXMBaAHUSA Ha HalluxX Beb-canTax

Korga Bbl nocewaete Hawwu Be6-calTbl, Mbl M HaL(-LUX) NOCTAaBLUMK(-KN) YCNYr MOXeEM
aBTOMaTMyeckn cobupaTb onpedeneHHyl UWHgopMaumio C  MNOMOLBI  Crleayowmnx
TEXHOMOMNIN: KyKW, nokanbHble obwme o6bekTol (Local Shared Objects — LSO, Takke
Ha3blBaeMble dneLl-Kyku), nokanoHoe xpanunuwe (HTML5), Beb-masiku, JavaScript n eEtag.
[ns ynobcTBa Mbl Ha3biBaeM BCE 3TN TEXHOMOMMM KKYKU».

Y Bac eCTb MHOXECTBO WHCTPYMEHTOB AN ynpaBfeHus WUCNonb3oBaHMEM Kyku. Ha
HekoTopbix Beb-cantax Johnson Controls MoryT ObiTb npegycMOTpeHbl MOAPO6HbIE
HaCTPOMKN WUCMNOSMb30BaHMA KyKW. Takke OrpaHM4MTb KyKM MOXHO B HaCTpoOMKax CBOEro
nHTepHeT-6pay3epa. Hxke NnpuBoguTCAa KpaTkoe onmMcaHue Toro, Kak Mbl MCMOSb3yeM KyKn 1
Kak Bbl MOXETe perynMpoBaTb MCMOfb30BaHUE 3TUX TEXHOMOMMA B HACTpOMKax CBOEro
Opaysepa.

Y10 TaKkoe Kykn? Kykn — aTo HebornbLUne TEKCTOBbIE (halnbl, KOTOpble BED-CcanT oTnpasndeT
Ha Ball KOMMbIOTEP WNW Ha Apyroe YCTPOWCTBO 4epe3 Baw Beb-bpaysep, korga Bbl
nocewjaete Beb-cant. Mbl MOXXeM UCnonb3oBaTb Kyku AnA Toro, 4tobbl caoenaTtb Gonee
apeKkTMBHLIM BXOg4 Ha BebG-CalnT M MNONb3oBaHME WM, AN HACTPOMKM OOpMIEHUS W
noBedeHnsa Halwero canmTa no BawWM MHAOMBUAOYyarbHbIM MNPEeAnoYTEHUAM, a Takke Ons
YyNydWeHna YHKUMOHANbLHOCTM Hawmux cantoB. Kykum MOryT wmcnonb3oBatbCa AN
ynpaBneHunss agdektmBHom pabotor n ana cbopa aHanuTUyeckonm mHdopmauum, YTobbl
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y3HaTb, Kak wucrnonb3yetcs Haw BeG-canT. OHWM Takke MOryT MCronb3oBaTbCcs AN
ynpaBneHus (pyHKLMOHANbHOCTbIO, YTO MO3BOMSIET HaMm cAaenaTb MocelleHve canta
nonb3oBaTtenem 6onee ahHEKTUBHLIM, HAaNpUMep, NyTeM 3anOMUHaHWUS NPEANOYMTAEMOro
A3blka, Mapornen u AaHHbIX ans Bxoga. CyllecTByeT ABa TUNaA KYKW:

a. ceaHCoBble KyKkM, KOTOpble yaansitoTCsa C Ballero yCTpOMCTBa Mocne Toro, Kak Bbl
3akpoeTe Beb-canT; n

b. NOCTOSIHHbIE KyKM, KOTOPbIE OCTAOTCS Ha BalleM YCTPONCTBE AOSbLUe UMK MOKa Bbl
He yganuTte Ux BpyYHYHo.

dnew-kykn (Tak HasblBaemble JoKasnbHble obLne 0ObekTbl) U NOOOOHLIE TEXHOMOormN,
npegHasHadeHHble OS89 YNydlweHnsa npocMoTpa BaMW MHTEpPHETA M UHOAUBWOYarbHOM
HaCTpOWKKN BHellHero Buaa canta. Adobe Flash Player — npunoxxeHue, nossonstowiee ObICTpo
BOCMNPON3BOAUTb ANHAMUYECKUI KOHTEHT, TaKOW Kak BMOEO-KNUMNbl U MynbTUnnunkauma. Mol
ncrnonb3yem reL-Kykn B Lensax 6e3onacHocTM U gns Toro, 4tobbl nyywle 3anoMuHaTb
HACTPOVKN N NpeanoyTeHmns, NogobHO Kyku Gpaysepa, HO ANs UX yNpaBneHns Ncnonb3yeTcs
Apyroi uHTepdenc, He TOT, KOTOpbIA npegocTaBnsieT Baw Beb6-Opaysep. Mo nosoay
ynpasneHunsa dneww-kykn cm. seb-cant Adobe nnn nocetute www.adobe.com. Mbl MOXeMm
ucrnonb3oBaTb new-Kkykn unm nogobHble TexHonormm Angd  npegocTaBfieHns BaMm
MHOpMaUMM Ha OCHOBE BalMX Mpeabliaywnx AOencTBuA WUNKM  Ona  peanusauuu
nepcoHanM3npoBaHHOW pekriaMbl.

XypHanbl cepBepa: HaluM XypHanbl cepBepa Takke MoryT cobupatb MHOPMALMIO O TOM,
KakMe OencTBus Nonb3oBaTenn coBepLuatoT Ha Beb-cantax (CBegeHMs 0 Nonb3oBaHUn). ITK
cBeJeHUs MOryT BKMYaTbh B cebs umsa goMeHa nonb3oBartens, ero A3blk, Tun 6paysepa u
onepauMoHHON cucTembl, npoBangepa WHTepHeT-ycnyr, IP-agpec (agpec WHTEpHeT-
NpoOTOKOMa), CanT UNKN CCbIfIKY, MO KOTOPbLIM MOSfib30BaTeNlb NepeLLen Ha AaHHbIA BEO-canT,
Beb-calT, KOTOPbIV Bbl NOCELLany nepe Nnepexo4oM Ha Haww Beb-canT, n Beb-canT, KOTopbIn
Bbl MOCETUNU MNOCre yxoda C Hallero camta, a Takke KONMMYecTBO BpeMeHMU, KOTOpoe Bbl
nposenu Ha gaHHoM Beb-canTe. Mbl MOXeEM OTCnexuBaTb M WUCMNOMNb30BaTb CBEOEHUSA O
nonb3oBaHuK A4ns onpeaeneHnsa 3 ekTnBHOM paboTbl U aKTMBHOCTU BEG-canTa, yny4dlleHns
ochopmMmnennst u yHKUMOHANbLHOCTU BeG-canTa, a Takke B Lensax 6e3onacHoCTy.

MukcenbHbIe Tern U Be6-mMaaKn: Mbl MOXXEM UCMONb30BaTh NMUKCENbHbIE TErM U BE6-MasaKu
Ha cBoeM BebG-canTe. OHM pa3mellanTca Ha BeO-CTpaHMuax Unm B Halmx nucbmax e-mail n
reHepupyloT YBEAOMIEHNE ANS Hac, eCN Bbl NepenaeTe Ha 3TU CTPaHULbl, OTKPOeTe UNnu
LLLeNIKHUTE MO CCbINKe B 3MEKTPOHHOM NUCbMeE. QT MHCTPYMEHTbI NO3BOMSAOT HAM U3MEPUTb
peakLMio Ha HalLK COOBLLEHMs, YNYyYLWNTb HaWWK BeG-CTpaHuLbl U peknamy.

Kak M3MeHATb HaCTPOMKM KyKW: C MOMOLLBbIO HAcTpoeKk cBoero OGpay3epa Bbl MOXeTe
3abrokupoBaTb Kyku, NMMBO HACTPOUTb OTOBpaKeHue yBeAOMISIEHUS MpU MOMyYeHUn KyKw,
yoanutb KykM wWnu nocewartb Beb-caWT aHOHMMHO. [logpobHee O HacTpoKrkax CBOEro
OGpaysepa CM. B pasgene cnpaBku Unu B MHCTPYKUUAX K 6pay3epy. Ecnu Bbl He cornacHbl ©
NCNONb30BaHMEM HaM KyK1 NN NOAOOHBLIX TEXHONOMMIA, KOTOPbIE COXPaHAT MHAOPMAaLNIO
Ha BalleM yCTPOUCTBE, M3MEHUTE HacTPONKM ceoero bpaysepa COOTBETCTBYIOLLMM 06pa3om.
Mpn 3TOM Bbl AOMKHbI MOHUMATb, YTO HEKOTOpble (YHKUUM Hawux Beb-cavToB MOryT
paboTaTb HenpaBWibHO, ECNN Bbl HE MPUMETE KKV UMK ApYyrne TEXHONOrMn.

Cornacue Ha UCNONb30BaHME KYKWU: B NPeAyCMOTPEHHbIX 3aKOHOM Cry4asx Bbl NONy4uTe
3anpoc O NOoATBEMKAEHUM CBOEro cornacus c onpegeneHHbiMM Kykn u  nogobHbIMU
TEXHONMOrMAMK nepen TeM, Kak Mbl UCNOSb3yeM UM YCTaHOBUM MX Ha Ball KOMMbIOTEP UK
Ha [pyroe ycTpOWCTBO.
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CoBMecTHOe ucnonb3oBaHWe AaHHbIX WM 3anpocbl «He oTcnexuBaTtb» OT
Opay3epa: NoCKOMbKY Mbl HE OTCNEXMBaeM rnoceTutenen Hawero sedb-canta (M He
paspeluaem 3Toro gpyrmm), mbl He obpabaTbiBaem curHanbl «He oTcnexmBatb» OT
Beb-6paysepa. NMNogpobHee o curHanax oTcnexuBaHusa ot Beb6-6paysepa u 3anpocax
«He otcnexumnBatb» cM. Ha canTe http://www.allaboutdnt.org/.

lMepexoa no ccbifike Ha Apyrue CanTbl: Mbl MOXeEM pasmellaTb Ha CBOUX Beb6-
camTax CCblIfkun Ha Be6-canTbl TPETbUX CTOPOH («CanTbl NO ccbinkamy»). Mbl He Bcerga
npocmaTpvBaeM, MPOBEPSIEM WMW KOHTPONUPYeM AaHHble canTbl. Kaxablin cawT,
nepexo Ha KOTOPbI OCYLLECTBMASIETCA NO CCbINKe, MOXET MMEeTb CBOU COOCTBEHHbIE
yCroBusi NONb30BaHWS, a Takke NopsOoK XpaHEHUS U UCNONb30BaHNS NEPCOHANbHbIX
OaHHbIX; MpXM  MOCELeHMM CalToB MO  CCbiflkaM  MNOMb30BaTenu  AOSKHbI
CaMOCTOSATESIbHO 03HAaKOMUTBLCS CO BCEMU MOAOOHbLIMU YyCroBUsiMKU U cobnogaTtb UX.
Mbl He HeceM OTBETCTBEHHOCTW 3a MOSNUTUKY U MeToAbl paboTbl CanTOB MO CCbIfkaM,
a TaKkke 3a JanbHenLwne CCbIfkM, KOTOPble Ha HMUX pa3MeLLeHbl. [JaHHble CCbINKN He
noapasymeBaloT Hawe ogobpeHne HU CalToB, HA KOTOPbIE OHW YKa3bIBaKOT, HU KaKMX-
nnbo KoMNaHW Unu ycnyr, No3TOMy Mpu3biBaeM nofb3oBaTenen YutaTb YCNoBus U
nopsiAok 06paboTkn AaHHBIX caiTaMu NO Cebifikam npexae, Yem nofnb3oBaTbCs UMM,
Google Analytics: mbl MOXxeM ncnonb3oBaTb Google Analytics Ha cBonx Beb-canTax
ans cbopa nHdopmaunm o BalnxX AENCTBUSAX HA HALLMX BED-canTax, Hanpumep: Kakue
CTpaHuubl Bbl MocellaeTe, MO KakUM CCbiflkaM MepexoguTe W Kakon MNOMUCK
npoussoaute. Mbl MOXEM UCNONb30BaTb 3Ty WMHAPOPMAUMIO AN COCTaBMNEHUS
OTYETOB, KOTOPbIE NOMOraloT HaMm ynyywmnTb Beb-canT. Kykn cobmpatoT nidopmauuto,
B TOM YmMCre O KoNn4ecTBe nocetutenen seb-canra, oTkyga noceTuTenu npuxogaT Ha
CalT W Kakue CcTpaHuubl OHM nocetunu. Baw ©6paysep O6ygeTr nepepaBaTb
nHopmaumto, cobupaemyto gaHHbIMK bannamm Kyku, n Baw Tekywun IP-agpec B
Google, n oHa BygeT xpaHuTbcs Ha cepBepax B CoeanHeHHbIx LLTtaTtax Amepukun 1 B
apyrux ctpaHax. Google 6yget ncnonb3oBaTtb 3Ty MHAOPMAaLMIO OT HALLIEro UMEHU
AN OLEHKM NONb30BaHNS BaMU HalMM Be6-CanToMm, Kak M3noxeHo Bbiwe. |IP-agpec,
nony4yeHHbIn nocpeacteom Google Analytics, He ByaeT cBs3aH HU C KakuMn Opyrnmm
OaHHbIMK, KoTopble xpaHnT Google. MogpobHee 0 faHHbIX, cObUpaemMbIX C MOMOLLbIO
Google Analytics, MOXHO y3HaTb no
agpecy http://www.qoogle.com/intl/en/analytics/privacyoverview.html. Bl
MoXeTe 3abnokMpoBaTb Kyku, BblOpaB COOTBETCTBYHOLIME HACTPOMKM B CBOEM
OGpaysepe. B Takom cny4ae Bbl, BO3MOXHO, HE CMOXeTe MOSfb30BaTbCA BCEMU
YHKUMOHANbHBIMU BO3MOXHOCTAMM Hawmx Beb-canToB. Bbl moxeTe 3arpy3uTb u
ycTaHoBUTb  HaacTpomky  Google  Analytics  Opt-out  Browser  Add-on
oTcioga: http://tools.google.com/dipage/qaoptout.

TexHonorusa pemapkeTuHra Google: Ha Hawunx Beb-canTax MOXeT NCMOMb30BaTLCA
TexHornornsa pemapkeTuHra Google. 3Ta TexHONOrMs MNO3BONSET NONb3oBaTensMm,
KOTOpble YXe MOCETUNM HallW OHITanH-CEepPBUCHI M MPOSBUAM UHTEPEC K Halium
ycrnyram, BUAeTb LiefneByto peknamy Ha Beb-canTtax napTHepckon cetn Google. Takke
3TO MNO3BOMSET [AEMOHCTPUMPOBATb peKraMHble OOBbABMEHUA NONb3oBaTeENSAM,
KOTOpble MOXOXKW Ha NMorb3oBaTenen Hawero sBeb-canta. IHpopmaums, cobupaemas
dannamm Kykm o nonb3oBaHun Beb-cantom, 6yaet nepegasatbesa B Google n bynet
XpaHuTbcHa Ha cepBepax B CLUA. B cnydae nepenayun IP-agpeca oH 6yaeT ykopodeH
Ha 3 nocrnegHue uudpbl. C NOMOLWBID KYKM MOXHO aHanuM3mpoBaTb OeNCTBUs
nonb3oBatens Ha Beb-canTe W 3aTeM WCMONb30BaTb 3TU CBedeHus Ans
pekoMeHAauMM Y3KOHanpaBneHHOM NPoAYKUMM W MoKasa peknambl C y4eToM
NMHTEepecoB nonb3oBatens. Ecnu Bbl npegnovnMtaeTe He Nony4vatb LeNeByo peknamy,
Bbl MOXETe OTKMYUTb MCMONb30BaHWe Kyku Ons 9Tux uenen yepes Google Ha
cnegyrowem BebG-canTe: https://www.google.com/settings/ads/. O6paTtute
BHMMaHue, 4To y Google ecTb CBOSI MONUTMKA 3aLLMTbl aHHbIX, KOTOpasa He cBA3aHa
C Hawen. Mbl He HeceM HMKaKoW OTBETCTBEHHOCTM 3a NONUTKKY M npasuna Google.
MpounTante NoONNTUKY KoHUAEHUManeHocTn Google nepeq TeM, Kak NOMNb30BaTLCS
Hawwnmm Beb-cantamu_(https://www.qgoogle.com/intl/en/policies/privacyl).



http://www.allaboutdnt.org/?_sm_nck=1
http://www.google.com/intl/en/analytics/privacyoverview.html
https://tools.google.com/dlpage/gaoptout
https://www.google.com/settings/ads/
https://policies.google.com/privacy?hl=en

OtcnexunBaHme KoHBepcun B Facebook: Ha Hawux BebG-canmtax MoOXeT
NCrnonb30BaTbCA OTCMEXUBAHWE KOHBEPCUM C MOMOLLBI MUKCENS KOMMaHUK
Facebook Inc., 1601 S. California Ave., Palo Alto, CA 94304, USA («Facebook»). 31oT
WHCTPYMEHT NO3BOMNHAET HaM OTCIeXnBaTb eNCTBUSA Nonb3oBaTernen nocne Toro, kKak
OHW ByayT nepeHanpaBneHbl Ha Be6-canT npoBarigepa NyTeM HaXaTus Ha peknamy B
Facebook. 310 gaeT HamM BO3MOXHOCTb CreanTb 3a 3(PMEKTUBHOCTLIO PEKITaMHbIX
o0bsiBneHnn Ha Facebook ons uenen cTaTUCTUKM N MapPKETUHIOBLIX UCCeA0BaHNUN.
XOTA ™Mbl He MOXeM npocMaTpuBaTb MNEpPCOHarnbHble [aHHbIE KOHKPETHOro
nonb3oBaTens, XxpaHeHme n obpaboTky cobpaHHbIX faHHbIX ocyliecTBndeT Facebook.
Facebook cnocobGeH conocTaBuTb 3TWU AdaHHblE C Ballel YYeTHOW 3anuncbio Ha
Facebook n ncnonbsoBatb nx B COGCTBEHHbIX PeKNaMHbIX LefnsaX B COOTBETCTBUM CO
CBOEN  NOSMIUTUKOW  WUCMONb30BaHUS  OaHHbIX, MW3MNOXEHHOW N0  agpecy:
https://www.facebook.com/about/privacy/. OTtcnexunBaHne koHBepcui B Facebook
Takke nossondetr Facebook v ero mapTHepam nokasbiBaTb BaM pekrnamy B CeTu
Facebook u 3a ee npegenamu. [ns 3TMX Uenen Ha BaleM KOMMblOTepe Oyaet
CoXpaHeH cneuumanbHbl hann Kyku. PaspelueHve MoryT npefocTtaBfiiTb TOSbKO
nonb3oBatenn crtapwe 13 net. Ecnu Bbl Xenaete OTMEHUTbL CBOE paspeLleHme,
nepengute no aTon
ccoinke: https://lwww.facebook.com/ads/website custom audiences/.
MepcoHanuanpoBaHHaA  peknama: Mbl  paspellaem  TpPeTbMM  CTOPOHaM
NCNonNb3oBaTh Ha HawuKx Beb-canTax Kyku U NogobHbIe TEXHOMOrMM OTCREXMBaHUS
ansa cbopa nHopmaumm 1 onpegeneHnsa Balmnx NHTEPECOB C Lierbio 4EMOHCTpaLmm
nepcoHanM3anpoBaHHOW peknambl. Ecnn  Bbl  npegnouMtaeTe He nosnydatb
NnepcoHann3MpoBaHHbIE pPeKnaMHble OObSBNEHWUs, OCHOBAHHbIE Ha MONb30BaHWUM
BamMu Be6-Opay3epom nnm yCcTporncTBamm, Bbl MOXETE OTKa3aTbCA OT UX NOJTYyYEHWS.
O6paTute BHMMaHKUe, YTO Bbl U ganblue byaeTte BugeTb peknamy, HO oHa 6onbLue He
OygoeTr ocHoBaHa Ha Balux WHTepecax. [Ona Toro 4tobbl oOTKasaTtbCs OT
nepcoHanM3npoBaHHOM  peknamMmbl  KOMMaHWW, Y4yacTBYKOLWMX B  CleayoLwmnx
MexaHn3max Bblbopa noTpebuTtenen, NoceTuTe: cTpaHuly caMoperynupyemoro otkasa
AnbsiHca umdpoBon peknambl (Digital Advertising Alliance, DAA) -
http://optout.aboutads.info/, a Takxe cTpaHuLy camoperynupyemoro otkasa MHuumaTuBbl no
peknave B cetu WUHTEpHET (Network Advertising Initiative, NAI) -
http://optout.networkadvertising.org/. Ecnu Bbl HaxoguTecb B EBponenckon
3KOHOMWYECKOWN 30HE, NoceTuTe CTpaHuULy oTKasa ans notpebutenen Esponerickoro
anbsiHCa UMHTepakTuBHOW uudpoBon peknambl (European Interactive Digital
Advertising Alliance, EDAA) — http://youronlinechoices.eu.

12. Bawwu npaBa

B 3aBu

CMMOCTU OT Ballero MectoHaxoXageHunda n MeCTHOro 3akoHodaTtesribCTBa Mo 3awute

OaHHbIX, Y Bac MOryT OblTb OnpedeNieHHble npaBa B OTHOLUEHMM CBOUX MEepPCOHAarbHbIX
AaHHbIX. OTO MOryT ObITb criegyloLwme npaea:
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BalLle NPaBO Ha AOCTYM K CBOMM NEPCOHanbHbIM AAaHHbIM, KOTOPbIe HaXoASTCS Y Hac;
npaBo 3anpocuTb, YTOObLI Mbl BHECITM U3BMEHEHWS!, OTPaHUYUIK, CTEPNIN UNU yAanunu
nepcoHarbHble AaHHble, KOTOpbIe Y Hac HaXOASATCS UMK KOTOopblE Mbl 06pabaTbiBaeM;
y Bac MOXeT ObITb NpaBo 3anpocuTb 6onee nogpobHy MHDOPMaLUo O TOM, KakK Mbl
Mcrnonb3yem Bally NepcoHarnbHble AaHHbIE;

npaBo NepeHecTy CBOM NePCOHanbHbIe AaHHbIE K APYroMy onepaTopy nepcoHanbHbIX
[AaHHbIX;

y Bac MoXeT OblTb MpaBO BO3pa3nTb MPOTMB 00PabOTKM CBOWX MepCOHarbHbIX
[AaHHbIX, BKMOYas NpaBo 0TkasaTbCs UK BO3pPa3uTb MPOTUB NPSIMOrO MapKeTUHra;


https://www.facebook.com/ads/website_custom_audiences/
http://optout.aboutads.info/
http://optout.networkadvertising.org/
http://youronlinechoices.eu/

e MpaBoO BO3pa3uTb NPOTMB PELUEHUIN, OCHOBAHHbIX TOMbKO Ha aBTOMAaTU3UPOBAHHOM
obpaboTke (Hanpumep, nNpoUNUPoBaHUN), €CnM Takue pelleHnss WUMEKT
topuaMYEeCcKMe NocneacTBus;

e npaBo B Nob6oi MOMEHT OTO3BaTb CBOE COrflacuMe Yy Hac, eCcnu OHO SIBNsieTcs
OCHOBaHMEM Ans 00paboTKM BaLLMX NePCOHanbHbIX AaHHbIX.

Ecnu Bbl )xenaete BOCNonb30BaTbCA KaKMMU-Nnbo CBOMMU NpaBamMu, CM. Ha HaleM nopTane
ON5 3anpocoB N0 3alUMTe NEePCOHanbHbIX AaHHbIX 6onee nogpobHy MHopMaLMo O TOM,
Kak caenaTtb 3anpoc. B kauecTBe anbTepHaTMBLI Bbl MOXeTe o6paTuTbes B Haw Privacy Office
(oToen no 3awmTe nepcoHanbHbIX AaHHbIX) cnocobamu, ykasaHHbIMK B pasgene «CBasb ¢
HaMKY.

O6paTtuTte BHUMaHWe, 4TO B HeKoTopbIX cuTyaumsax Johnson Controls 6yaeTt obpawartbes ¢
nepcoHarnbHbIMM AaHHBIMM Kak 06paboTyYnK AaHHbBIX MO MOPYYEHNIO HALLMX KIMEHTOB. B Takmx
cnyyasx KnNueHT OosmkeH OygeT onpedenuTb cnocobbl 1 uenn obpaboTkm M NoaToMy cam
OyneT HecTM OTBETCTBEHHOCTb 3a obpalieHne C AaHHbIMUM M BbINOMHEHUE 3anpocoB O
peanu3aumu BallMX NpaB Ha 3aliMTy CBOMX NEPCOHanbHbIX AaHHbIX. Ecnn mbl sBnsemcs
006paboTuMKoM BaMX MEPCOHANbHbIX OAHHbIX, 3a MOMOLLbD OobpalanTecb Hanpsmy K
KINNEHTY.

13. Kak M3MeHUTbL CBOM NpeanoyYnTaemble cpeacTea CBA3N?

NHorga mMbl MOXXeM OTnpaBnsaTe BaM NMCbMa Mo 3MEeKTPOHHOM noYTe, HOBYHO MHGOPMAaLIMIO O
NpoayKUMW, NpUrnalleHnss NpUHSATbL yYyacTue B Onpocax YAOBNEeTBOPEHHOCTU KIMEHTOB U
BeOMHapax, a Takke WHble BuObl COOOLLEHWA MapKeTMHrOBOro Xapaktepa. Ecnu mbl
obpabaTbiBaeM Bally NepcoHasnbHble AaHHbIE C LEeNbl MapKeTUHIOBOM KOMMYHUKALMK U Bbl
Gonblue He xenaeTte nonyyatb 3TU COOOLLEHMS, Bbl MOXeTe B N0OON MOMEHT OTKasaTbCs.
Ana Toro 4toGbl OTKa3aTbCA OT MOMyYEHUs] MPSMON MapKEeTMHIOBOM KOMMYHMKaLUW, Bbl
MOXeTe:

e HaxaTb Ha CCbINKy «0oTKasaTbcsa» (opt out) B nMcbMax, nony4yaemblX No 351eKTPOHHOWN
noyre; unn

e obOpaTtutbcsa B Haw Privacy Office (otaen no 3awmte nepcoHarnbHbIX OaHHbIX) MO
agpecy privacy@jci.com unu cnocobamu, ykazaHHbiMn B pasgene «CBsisb C HAMU»
Ha Halunx Beb-cantax.

14. ABTOMaTM3VMPOBAHHOE MPUHATUE PELUEeHUN

Mbl cobntofaem Balwy npaea, CBsi3aHHble C aBTOMATU3NPOBAHHbLIM MPUHSATUEM pPEeLUeHWI, B
COOTBETCTBUM C 3aKOHOM (B TOW Mepe, B KOTOpPOW 3TO MNpeayCMOTPEHO MECTHbIM
3aKoHO4ATeNbCTBOM Bawlel cTpaHbl). Komnanua Johnson Controls ueHUT cnpaBeanvMeocTb:
Mbl 06si3yemMcsi u3yyaTb BCE MOLENW UMW aBTOMATU3MPOBAHHbIE PELUeHWs1 Ha npeameT
cnpaBegIMBOCTU, YTOObI CBECTU K MWHUMYMY HEOOBEKTMBHOCTb B KOHEYHOM uTore. Mol
CTPEMUMCS CO34aBaTb HAOEXHYH cpedy WCKYCCTBEHHOrO WMHTENNEeKTa, B KOTOPOW MOXHO
ObITb YBEPEHHLIMU B XXenaeMblx pe3dynbTaTax.

MNpy 3TOM Mbl MOHMMaeM, 4YTo Ge3 BMeluaTenbCcTBa YernoBeka He 0GoWTUCh. [MockonbKy
napaMeTpbl aBTOMaTU3MPOBAHHOIO NMPUHSITUSI PELLEeHUI Ha NPeanpuUsSTUSIX HalMX KIMEHTOB
3a4alnTca Mo MOAENU «4YernoBeK B LMKMe», 3T0 MNoadepXuBaeT [AO0CTOBEPHOCTb CaMOMW
TexHonormn. Llenb — obGecneunTb GanaHc mexay 93pdeKTMBHbIMA U OBBEKTUBHbLIMU
aBTOMaTU3NPOBaHHBLIMW peLleHnsMK 1 6onee onTMMasnbHbIMU PeLUeHUSIMA, NPUHUMaeMbIMU
4enoBeKOM, MyTeM Bblgayn AaHHbIX MO TEXHOMOMMN UCKYCCTBEHHOTO UHTENSeKTa.
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https://privacyportal.onetrust.com/webform/a58d4686-87c2-4acc-a740-d4865a62f372/73ea3697-56a9-40a2-a677-261394e8a939
https://privacyportal.onetrust.com/webform/a58d4686-87c2-4acc-a740-d4865a62f372/73ea3697-56a9-40a2-a677-261394e8a939

B cnyyasix, korga Mbl WCMONb3yeM TexHonormm / Kamepbl BWOEOHAOMNWOeHUs U
pacrnosHaBaHus nuy, Mbl CregMm 3a Tem, 4Tobbl Hawwm cuctembl pabotanu addEKTUBHO,
HageXHOo 1 6esonacHo, Npy 3TOM BeAEM CTPOruin YYeT 1 ynpasneHue, 4Tobbl obecneymsaTb
cnpaBeannBOCTb, COOMNoaeHMe HOPM U npaBun. Hawa genoeas oesaTenbHOCTb HanpaeBneHa
Ha To, 4YTOObl AenaTb 34aHNA 300POBbIMKU, 3MEKTUBHLIMA, YCTOMUYUBBLIMU U Ge3onacHbIMU
04 Ux BnagensLes 1 fngen, KoTopble B HUX HaxoaaTca. PyKoBOOCTBYSACh 3TOW CTpaTernen,
Mbl HENPEPBLIBHO NepecMaTpmBaeM CBOK MPOAYKLUMIO U ee PYHKLUN aBTOMATU3MPOBaHHOMO
NPUHATUSA peLleHnin, 4Tobbl NPUHOCUTL CBOMM KIMEHTaM Mose3Hble pe3ynbTaTtbl. Haium
YHKUMM  aBTOMATU3MPOBAHHOIO MPUHATUS peLleHun pas3paboTaHbl C Y4ETOM 3TUX
cTpaTernyeckunx Lenen n obecnevyeHmns nonb3bl 4nsi o6LWecTBa, He COOTHOCACH C KakMM-nnbo
KOHKpEeTHbIM  4YenoBekoM. Ecnu  Takme peweHus OyayT nNPUHUMMATLCS  TONbKO
aBTOMAaTM3MPOBaAHHbIMK CpeacTBamMuM 0OpaboTKM [OaHHbIX W MOpoXOaTb topuandeckue
nocrneacTeusa NMOO CyLECTBEHHO BNUSATb Ha OMpPeAEeNneHHOro 4verioBeka, Mbl 06s13yemcs
npeaocTaBUTb BaM BO3MOXHOCTb MOCTaBUTb MPaBUITbHOCTb PELLUEHUs NOo4 COMHEHWEe Unu
3anpocuTb NEPEeCcMOTPETb Er0 BPYYHYIO.

15. deTu

Hawwu BebG-caiiTbl He paccuuTaHbl Ha OeTell U Mbl He UCMOoNb3yeM CBOM Beb-canTbl Ans
HaMepPEHHOTO MOJy4YeHNs NePCOHanbHbIX AaHHbIX OT AeTEeN UK AN OCYLECTBNEHMS Npoaax
petam. Ecnv Mbl y3Haem, 4To kakol-nmbo pebeHoK MpegocTaBun nepcoHasnbHble AaHHbIe
yepes oavH U3 Halmx Be6-caToB, Mbl yaanum 3Ty MHOPMaLIMIO U3 CBOMX CUCTEM.

16. Kak nogatb »xanoby?

Ecnm y Bac BO3HUKHYT KakMe-nmbo COMHEHMS OTHOCUTENbHO 0OpaboTkM BalMX
nepcoHanbHbIX OaHHbIX, Bbl MOXeTe obpaTtuTbes B Haw Privacy Office (otaen no 3awmrte
nepcoHanbHbIX AaHHbIX) cnocobamu, ykasaHHbIMK B pa3gene «CBsA3b ¢ HaMn» Ha Halmx Be6-
canTax.

Mpocum npexae Bcero obpalwiaTbCA K HaM, YTOObI NMOMNbITATLCS PELINTL BallM BOMPOCHI.
OpHako B 3aBMCMMOCTM OT TOro, B Kakol CTpaHe Bbl HAXOAMTECH, Y Bac MOXET ObiTb NpaBo
nogatb xanoby B MECTHblE OpraHbl KOHTPOTS.

17. MecTHble gononHeHus Ans onpeaeneHHbix cTpaH

Mbl AONONHUNW AaHHbIN «[lopsAaoK XpaHEHUSI U UCMONb30BaHMUA NEePCOHanbHbIX OAaHHbIXY
cneumanbHON MHOPMaLMen ANs onpedeneHHbIX CTpaH UNU PermoHoB B COOTBETCTBUM C
TpeboBaHMAMM MECTHOro 3akoHoaaTenbcTBa. [OnA npocMoTpa 3TUX OOMNONMHUTENbHBLIX
[AOKYMEHTOB NepenanTe no crie4yoLmMM CCbifikaM Ha MECTHbIE LOMONTHEHUS:

e KanudopHus, CLUA

e Mekcuka
e bpasunus

18. BHeceHne mameHeHur B Haw «[lopgaok XpaHEeHUs UM UCNOoMb30BaHUS MepcoHasbHbIX
daHHbIX»

OctaBnsiem 3a cobon npaBo B noboe Bpems BHOCUTb W3MEHEHWUS, WCMNpaBreHUa u
OOHOBNEHMA B AaHHbIA «[1OpsOOK XpaHEHMST U UCMONb30BaHUS MEPCOHANbHbLIX AaHHbIXY.
Ecnn mbl 6yaem nnaHvMpoBaTb BHECTU Kakme-nmnbo CylleCTBEHHblE M3MEHEHWUsl, Mbl BaM
coobWwmuM nyTeM pasMmelleHus yBeLOMMEeHMs Ha JdaHHoM cTpaHuue. [lepuognyecku
NPOBEPANTE HaNMYne HOBbIX OOHOBMNEHUI AAHHOIO JOKYMEHTA.
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https://www.johnsoncontrols.com/-/media/jci/privacy/files/local-addenda/california/ccpa-public-privacy-notice_final.pdf?la=en&hash=C13893F537A3270B92D49E2A6F727EE9C9FAD684
https://www.johnsoncontrols.com/-/media/jci/privacy/files/local-addenda/local-addenda_mexico.pdf?la=en&hash=13FEC86BD7517B30CA350114925108421786ACBD
https://www.johnsoncontrols.com/-/media/jci/privacy/files/local-addenda/local-addendum-to-public-privacy-notice-brasil.pdf?la=en&hash=ACE89CD4C686887FBBD44549B0D4B8B86C2D6DDC

19. Kak c Hamu cBsa3aTbcs

Ecnn BbI xenaeTe cBs3aTbCA C HAMM MO NOBOAY 3aLUUTbl NEPCOHAlbHbIX AAaHHbIX, MO0 ecnu
y Bac BO3HUKMWM BOMPOCHI, 3aMe4yaHus unu npeTteHaumn, obpatuteck B Haw Privacy Office
(oTaen no sawmTe nepcoHanbHbIX AaHHbIX) cnocobamu, ykasaHHbIMU B pa3sgene CBA3b C
HaMu Ha Haliux Beb-canTax.

Bbl Takke MoXeTe HanucaTb HaM Mo noyTe:
Global Privacy Office

Johnson Controls

5757 North Green Bay Avenue

Milwaukee, Wisconsin 53209

USA

(Munyokn, wtat BuckoHcuH, CLLUA)

Ecnn y Bac ectb kakue-nnbo BOMPOCHI MO MOBOAY 3aliMTbl MEPCOHAmNbHbIX AaHHbIX WK
NCNONb30BaHWs MHPOPMALIMK, KOTOPbIE Mbl HE PAacCMOTPENM AOMKHbIM 06pa3oMm 1 KOTopble
OCTanucb HepelleHHbIMK, obpaltanTeck (6ecnnaTHo) K HaweMy CTOPOHHEMY NOCTaBLLMKY MO
paspelleHnto  crnopos, koTopbin  Haxogutca CLUA, no apgpecy: hitps://feedback-
form.truste.com/watchdog/request.

O6HoBneHo B MmapTe 2022 .
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https://www.johnsoncontrols.com/contact-us
https://www.johnsoncontrols.com/contact-us
https://feedback-form.truste.com/watchdog/request
https://feedback-form.truste.com/watchdog/request

